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INTRODUCTION

Research in the field of automotive security faces several challenges.
Vehicles are expensive, closed source, require special test equipment, and changes (either by developing new techniques or by
attacking the vehicle) may result in physical damage. Moreover, vehicles are a source of physical hazards, e.g., high voltage, or airbag
explosives. Thus, security researchers mostly use theoretical models and estimations. Even if researchers use real vehicles, it is often
not possible to execute real attacks or implement security solutions
since the vehicles may not (yet) support required
Thus, a test and evaluation environment is required, which resembles real or near-future autonomous vehicles. Such a platform
can be used for evaluating new developed security mechanisms,
e.g., hardware security solutions, security protocols, or mechanisms
such as intrusion detection and prevention systems (IDPS).
In this extended abstract, we introduce the design of our security test platform for autonomous driving, which is integrated in a
model car with the scale of 1:5. It includes and implements typical
components and protocols, which are used in modern and upcoming autonomous vehicles. This includes, for example, electronic
control units (ECUs) for charging electric vehicles using ISO 15118,
advanced driver assistance systems (ADAS), or Vehicle2X (V2X)
connectivity but also modern communication technologies such as
automotive ethernet. Newly developed security mechanisms can
be easily integrated and evaluated in a realistic environment without any safety risks for the researcher. In addition, the security of
automotive protocols or architecture designs can be evaluated.
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The abstract is organized as follows: First, we give a brief overview
on related work. Then, we describe the requirements for the test
platform and the architecture itself. This includes some envisioned
protocols to be analyzed and a concept for evaluating IDPS.
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RELATED WORK

In the field of autonomous driving, researches often extended vehicles with sensors and actors for autonomous driving, e.g., in [10] or
[14]. These projects extend the cars with lidar sensors and cameras
as well as control units for steering wheel, gas and brake paddle.
We consider the use of a real car as too dangerous in particular
when attacking the system to evaluate for example IDPS solutions.
Some researchers have already developed model cars to evaluate
their autonomous driving algorithms, for example, in competitions
like the Carolo-Cup. [6] shows one of these cars that has one main
computational component that is directly connected to all sensors
like ultrasonic sensors and cameras. [12] gives an overview of technology used in the Carolo-Cup. The teams often uses automotive
data- and time-triggered framework or robot operating system as
development frameworks. These are mostly used for prototyping
but none of them is used in real vehicles.
A first evaluation platform for cyber security purposes has been
proposed in [5]. However, it is limited to a remote controlled car
with one central component and it does not address complex invehicle networks or even autonomous vehicles. [15] introduced
an architecture for autonomous driving cars combining classic
automotive bus systems like controller area network (CAN) and
FlexRay as well as modern ethernet communication.
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REQUIREMENTS

The test platform enables easy and realistic tests and evaluations
of automotive security concepts in a safe laboratory environment.
To achieve this, our model car must integrate realistic components,
communication technologies, and protocols used in modern and
autonomous vehicles and the implementation of basic autonomous
driving functions and external connectivity services. Different E/E
architectures for autonomous driving must be supported. These
architectures include both automotive hardware (ECUs, sensors,
actors, gateways, bus networks like CAN, LIN(local interconnect
network), and automotive ethernet) and software (middleware like
AUTOSAR or protocols like DoIP). Modularity is a requirement for
the architecture for enabling the analysis of security concepts in
different architectures. For example, the effectiveness of an IDPS
may depend on the E/E architecture and the placement of the IDPS.
In addition, the platform must be easily configurable and extendable,
e.g., using open source software projects. A further requirement
is the ability to evaluate the impact of attacks and how mitigation
strategies could operate.
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4.2

Our evaluation platform is integrated in a model car and provides
a basic set of components, communication technologies, and protocols, which can be implemented in different E/E architectures. For
example, gateways group several ECUs into domains.

4.1

Components

All components of autonomous vehicles are shown in Fig. 1. Their
core component are sensor and actor components enabling the
surveillance and reaction to the environment.
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Figure 1: Component architecture
Actors control the steering (steering unit), the speed (engine
control unit) and the lights (light unit). The autonomous driving
domains is completed with a set of sensors. We decided to use
ultrasonic and lidar distance sensors completed with cameras to
observe the surrounding. The vehicle can get information about its
own conditions with a gyroscope, an accelerometer and a sensor
measuring the wheel rotations.
Furthermore, the vehicle is powered by a battery that is controlled with a battery management system and a charge controller
is responsible for the communication during charging process. A
multimeter allows the battery management system and the charge
controller to get the state of the battery.
The infotainment domain is the last of the regular domains of
the vehicle. First, it has the instrument cluster and the head unit
with a display allowing the driver to get information about the
vehicle and control vehicle functions like the climate control or
the radio. A sound system allows to play music and the telemetric
unit allows communication of the car with a backend, other cars
or mobile terminals (e.g. smart phones). Additionally, this domain
includes the control over door locks.
The evaluation domain contains components connected to every
network in the vehicle. A logger allows to store all communication
and sensor values to reproduce test results or gather information
for the training of an IDPS. The domain also contains an attack
simulation. The attacker has connections to every network in the
evaluation platform. The basic features of the attacker are: Denial
of service, message manipulation, message removal, message delay,
and message misdirect. Various other kinds of targeted attacks can
be defined and simulated with the aim to analyze how these attacks
and variations thereof could be detected and their impact mitigated.

Communication Technologies

As main in-vehicle communication technology, our platform supports automotive ethernet since it is expected to be the predominant
technology in autonomous vehicles. In addition, it integrates CAN
and CAN FD to be able to integrate legacy devices. For external
communication, we integrate Wifi, Bluetooth, and cellular communication. In addition, we integrate power line communication to
support charging communication via ISO 15118 to a charge point.

4.3

Communication Protocols

Vehicles make use of multiple communication protocols. For our
implementation we focus on publicly available protocols, e.g., AUTOSAR. AUTOSAR published the protocol diagnostics over iternet
protocol [1] for error diagnose of vehicles, as well as SOME/IP [3]
and SOME/IP-SD [2], which allows to offer and consume services
for in vehicle communication. The audio video bridging protocol [4]
allows the transfer of audio and video date with real time constrains,
which is also used in vehicle networks. The connected car features
are implemented using the remote vehicle interaction protocol [9]
published by Jaguar Land Rover. Vehcile to vehicle communication
uses the vehicular ad hoc network via IEEE 802.11p. Charging of
the battery uses ISO 15118 for authentication and payment.
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CONCLUSION AND FUTURE WORK

Regarding the challenges presented in the introduction, we aimed at
a platform, which (1) enables easy and realistic tests and evaluations
of automotive security concepts in a lab and (2) helps to improve
mitigation techniques against cyber-attacks on autonomous vehicles.
Our first objective is addressed by the development of the platform, which enables the test and evaluation of security concepts for
autonomous vehicles as well as possible impacts of successful attacks on cyber-physical systems of the vehicle or the environment.
The evaluation platform is not limited to specific E/E architectures
of a specific car manufacturer and can be easily modified or extended. It consists of hardware (e.g., ECUs, sensors, and actors) - and
software components (e.g., implementations of operating systems,
automotive middlewares, and automotive protocols). The architectural design and software components will be made publicly
available to enable the automotive industry and other researchers
to use the platform.
The second important objective is the improvement of mitigation strategies against cyber-attacks on vehicles. So far, the best
strategy to deal with a running attack in a vehicle is not clear. The
evaluation platform enables the analysis of the physical impacts
of different mitigation strategies. These impacts, for example, are
extended stopping distances or changed steering behavior. The
analysis results in mitigation strategies for different scenarios of
autonomous driving and different kinds of attacks.
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