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Figure 1: Schematic overview of a Vehicle-to-Everything (V2X) Hardware in the Loop (HIL) simulation.

ABSTRACT

Evaluating vehicle software and hardware using Hardware in the
Loop (HIL) simulation is a very common process in current vehicle
manufacturing. However, the more complex the vehicle’s environ-
mental awareness becomes, the more complex the HIL simulation
framework has to become. With the introduction of Vehicle-to-
Everything (V2X) communication, the environmental awareness
of traffic participants expands tremendously. Yet, appropriate tools
for evaluating Electronic Control Units (ECUs) with a high level of
environmental awareness are lacking. Considering scenarios with
more than a handful of vehicles, current HIL simulation frameworks
are not capable of simulating these scenarios in real time. Hence,

*This work has been conducted in the project SAFIR funded by the German Ministery
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the state-of-the-art testing approach is to provide a non-reactive
environment for the validation of V2X ECUs. This paper addresses
the question, if and to which extent such a non-reactive approach
is sufficient for validating complex V2X based applications.
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V2X communication, validation, hardware in the loop, intelligent
transport systems
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1 INTRODUCTION

Advanced Driver Assistance Systems (ADASs) take over increasing
responsibility in road transport. They inform the driver about criti-
cal situations or even take over the control of the vehicle in certain
situations entirely [30]. For example, an automatic brake assistant
tries to avoid crashes with obstacles ahead by performing an emer-
gency brake if necessary. Obviously, such systems highly rely on
the environmental awareness of the vehicle.
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ADASs are only able to react upon a situation if they are able
to detect and validate an incident by fusing information gathered
from the vehicle’s sensors. Current series cars are already able to
capture their environment quite extensively by camera, radar or
laser sensors [39]. However, these sensors share one substantial
problem: They require a line of sight to detect a possible critical
situation [33]. This means, that many critical situations may be
missed by vehicles because of an insufficient field of view. Car-to-
Everything (C2X) communication can help to tackle this field of
view problem and enhance the environmental awareness of vehicles
significantly.

C2X (or Vehicle-to-Everything (V2X) more general) communica-
tion describes a communication system, which is meant to inter-
connect road participants like vehicles and road infrastructure. In
Europe, European Telecommunications Standards Institute (ETSI)’s
Intelligent Transport System (ITS) group specifies how to establish
such communication based on a Vehicular Ad Hoc Network (VANET)
[15]. Moreover, so-called "Day One" applications such as Coopera-
tive Awareness (CA) and Decentralized Environmental Notification
(DEN) are specified as well [16, 17]. As these applications aim to
enhance traffic safety and traffic flow, it is necessary to validate the
corresponding software and hardware implementations before de-
ploying them in the field. However, conducting field tests for every
validation aspect is enormously time consuming and prohibitively
expensive and reproducibility is limited. Moreover, some features
are linked to dangerous driving situations and can thus hardly be
mimicked in real field tests safely [22]. Therefore, it is inevitable to
provide Hardware in the Loop (HIL) simulations for testing these
applications and their underlying hardware.

This paper is organised in the following way: Section 2 presents
insights of current HIL frameworks in various areas of application.
Moreover, state-of-the-art testing methods for V2X communica-
tion in general are evaluated. Section 3 moves on to analyse the
characteristics and limitations of various HIL approaches for V2X
components. Specifically, the HIL modes "open-loop", "closed-loop"
and "semi-closed-loop" are investigated. Section 4 discusses the
impact of aforementioned limitations. Finally, Section 5 concludes
the work and presents future research directions to mitigate the
discussed problems.

2 RELATED WORK

HIL simulation and HIL test beds in general are a very variadic
research field. Because of their wide area of application, many
solutions for different purposes exist [1]. However, in the field
of V2X communication, there is still a lack of comprehensive and
powerful test beds for testing active V2X components like Electronic
Control Units (ECUs).

2.1 HIL Simulation

When speaking about HIL simulation one has to consider that sel-
dom a formalized approach in designing such a system exists. Most
times, they are created to fit very specific purposes. Nevertheless,
these systems share some common design ideas and basic principles
as they all have to cope with similar problems [1].

Figure 2 shows a generic HIL system: A Device Under Test (DUT)
is placed in a simulated environment which provides at least one
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Figure 2: Architecture of a HIL test bed

input source for the DUT. Depending on the area of application,
the simulated environment may be defined in more detail. For
example, Karunagaran et al. describe how to validate an insulin
pump [23]. They use a time and event driven simulation system
which imitates the actual environment of the insulin pump. For this
purpose they have established sensor interfaces which are evaluated
by the pump’s actuators. Hence, this system enables hardware tests
of a health critical device without the risk to harm anyone during
the test run. Even more, fault injection tests can be executed without
endangering a real patient.

HIL simulation is not only used in life critical areas but also
where affordable and manageable system-wide tests for hardware
and software are needed. Hematian et al. showed how to create a
test bed for the assessment of smart meter traffic over Long Term
Evolution (LTE) [20, 21]. They simulated a smart meter environment
and sent their traffic over LTE using Software Defined Radio (SDR)
devices. This allowed them to evaluate the LTE traffic in real time.

Baracos et al. described back in 2001 the increasing importance
of HIL testing in the automotive sector [2]. They showed that it
is necessary to have deterministic, real-time capable simulation
systems to ensure realistic and usable results. Jia and Cebon showed
that vehicle systems and their software have grown in complexity
massively since that time [22]. Therefore, testing an ECU in a well-
defined environment is crucial to avoid fatal integration errors.

Even though a shear unlimited variety of possible test beds exists,
they share a common aim: Providing a well-defined environment
that cannot be distinguished by the DUT from the real world. This
way it can be safely assumed that the DUT behaves identical in
both, the HIL and the final environment [1].

Test beds are employed whenever extensive field tests would be
too expensive or too dangerous in case of safety-critical applica-
tions [36]. Also, they allow to evaluate the system under real-time
conditions before putting its hardware into the field or produc-
tion [1]. However, with increasing complexity of software, the HIL
test beds became more complex as well. This leads to a quite exten-
sive issue: In some cases, current computing systems and software
architectures are not fast enough to execute the model in real time
any more. Especially in the area of V2X testing solutions, computing
time increases significantly [4, 26, 28].
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2.2 Simulation-based Testing of V2X Systems

When developing new V2X applications, its not the first step to
install them on an ECU immediately. Speth et al. showed the ad-
vantages of Software in the Loop (SIL) and Model in the Loop (MIL)
set-ups used to verify if an application’s concept fits the require-
ments at all [35]. As V2X systems are cooperative systems which
aim for improving traffic safety and traffic flow, an application must
be verified in complex traffic scenarios that leverage cooperation.
Otherwise, its impact on traffic may never be studied if the appli-
cation cannot unfold as intended [19]. This also implies that the
application needs to be verified in myriad scenarios to cover most if
not all corner cases. For example, a traffic jam avoidance application
might be able to reduce some type of traffic jam but cause more
serious traffic jams in other cases unintentionally. Such problems
may only be discovered before deployment if the application is
evaluated in complex and diverse driving scenarios.

Creating appropriate V2X simulations requires proper tools. One
frequently used simulation tool is OMNeT++, which provides a
Discrete Event Simulation (DES) framework for model developers.
Well-known V2X models for OMNeT++ are Artery or Veins [31, 34].
Where Artery focuses on ETSIITS, Veins focuses on US Dedicated
Short Range Communication (DSRC). Artery does not implement
the ETSIITS stack on its own but employs the open-source library
Vanetza to provide standard-compliant message formats, packet
generation and handling [32] . The two lowest layers of the stack
adhere to IEEE 802.11 and matching models of 802.11 network
interface cards are provided by the INET? framework [29].

As indicated by Sommer et al. before, realistic V2X scenarios
are not possible without a bidirectionally coupled traffic simula-
tion [34]. Hence, Artery as well as Veins use the traffic simulator
SUMO to incorporate realistic vehicle behavior [24]. SUMO also en-
ables manipulation of vehicles’ behavior by third-party tools such
as network simulators. For example, when an emergency break
assistant based on V2X communication is simulated, emergency
breaks will not only be triggered by the network simulation but
also performed by the vehicles in the traffic simulation [27].

Aforementioned simulation models can be used to evaluate a
wide range of V2X applications and use cases. Also, rapid prototyp-
ing and concepts verifications can be achieved by these simulations.
For example, a novel V2X application employing parked vehicles as
Global Navigation Satelite System (GNSS) base stations has been in-
vestigated using the Artery framework [35]. GAijnther et al. shows
an approach for sharing local sensor data with other road traffic
participants using V2X communication [19]. They investigated the
feasibility of collective perception using different message formats
and vehicle densities. These are only two examples how simulation
can be used to check if issues exist in application designs even
before any HIL test cases are created.

2.3 Conformance and Interoperability Testing

Interoperability and conformance are two of the main concerns
when thinking of vehicles communicating with each other. Indepen-
dent of manufacturer or developer, every vehicle has to "speak the

https://omnetpp.org/
Zhttps://omnetpp.org/download-items/INET.html
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same language" to enable an useful information exchange. ETSI pro-
vides extensive guidelines to test implementations for conformance
and interoperability.

2.3.1 Conformance Testing. Conformance testing ensures that an
implementation conforms to a certain protocol specification [10].
However, it does not check if the specification meets requirements
like reliability, performance or robustness. To provide a common
test base suitable for every stack implementer, conformance tests
themselves must be standardized. Hence, the test execution and
test cases are based on the extra information provided by ETSI.
For example, the conformance test process (including predefined
request forms) for the CA service is described in [12-14]. Further-
more, ETSI includes Testing and Test Control Notation (TTCN-3)
test specifications which can be used to validate a protocol [14].
TTCN-3 is an abstract testing language, specifically invented for
testing communication systems [38]. Among others, it supports
timers and decisions to model the expected communication behav-
ior. Its test automation facilitates to check implementations against
these expectations.

Even though ETSI provides a plethora of TTCN-3 test cases,
conformance tests are not meant to constitute exhaustive tests [10].
Especially for networks with high node mobility it is not possible
to provide test cases for every circumstance using non-automated
test case generation. Hence, conformance testing can only be seen
as first step to check if a tested implementation fits the standards.

2.3.2 Interoperability Testing. Interoperability testing is meant to
ensure that ITS stations by various manufacturers can actually
communicate with each other. Hence, after ensuring standard con-
formance of an implementation, interoperability tests are the logical
next step. As ETSI leaves some room for configuration, the CAR 2
CAR Communication Consortium (C2C-CC) tailors the system by its
Basic System Profile (BSP) and refines the triggering conditions for
Decentralized Environmental Notification Messages (DENMs) [5-9].
These additional documents define the behavior more precisely in
cases where ETSIITS specifications set only a framework but not
entirely precise actions. For example, ETSI defines how a DENM is
structured, but does not specify when a particular DENM should
be generated [16].

According to ETSI, the test candidate for ITS conformance and
interoperability testing is an Implementation Under Test (IUT) [11].
The most obvious way to test such an implementation would be
SIL testing. This means, putting an implementation (the ETSI ITS
protocol stack) into a test framework. However, an IUT is usually
tied to a particular System Under Test (SUT) which is then connected
to a testing framework instead [11]. Testing a whole V2X system
allows the test framework to instrumentalize common interfaces
such as Controller Area Network (CAN), radio and GNSS. This eases
the effort to integrate a test subject as SUTs may employ similar
interfaces to interconnect with surrounding devices.

3 V2X HIL SYSTEMS

HIL systems for V2X ECUs are the logical next step of testing
in the V2X environment. Surely, SIL or MIL systems are great to
evaluate new applications or standards and can be used for rapid
prototyping or development. However, if safety-critical systems are
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to be introduced in vehicles, the ECU and the software running on
that ECU must be verified in combination [18].

As already shown in Section 2.1, a HIL test bed depends on
arbitrary realistic simulation of sensor input. In current ADASs the
perception of a car is quite limited. This means, if only radar or
camera sensors are available, the recognizable environment by a car
is limited to the field of view of these sensors [33]. In Figure 3 the ego
vehicle (depicted in red) is equipped with radar sensors (indicated
by the green cones). All vehicles perceived by the ego vehicle are
tinted green. Due to limited scope of radar it is sufficient to simulate
only the green vehicles to create a realistic environment for the ego
vehicle. However, when V2X communication is incorporated as a
new sensor type, the range of environmental perception of the ego
car increases dramatically. On the analogy of the radar-only set-up,
at least all V2X-capable vehicles within the communication range
must be simulated in addition to create a realistic environment in
which the V2X ECU can be verified.

Figure 4 shows typical hardware interfaces a V2X HIL simulation
needs to support for input provision to an embedded DUT. To make
V2X applications function properly, various vehicle parameters like
velocity, curvature, longitudinal and lateral acceleration, position
etc. are required [17]. Therefore, these parameters must be passed
to the DUT at a suitable rate using the interfaces designated by the
DUT, e.g. CAN, GNSS and a V2X radio interface. Wireless V2X data
frames of the simulated environment can be passed on to the DUT
via the V2X radio interface. The content and timing of these frames
is determined by the software model running the current test case.

What happens with data generated by the DUT depends on the
HIL architecture. On the one hand, an open-loop architecture allows
to validate the DUT’s behavior based on its reactions on the given
stimuli without feedback. On the other hand, closed-loop simulation
allows for online evaluation of the DUT behavior. All actions the
DUT performs are reflected by the simulated environment, e.g.
surrounding vehicles may adapt their behavior according to DUT’s
last actions.

3.1 Closed-Loop Systems

Closed-loop systems are characterized by the fact that they adapt
dynamically to the reactions of a DUT. Hence, for a certain test run
only basic behavior is pre-defined, e.g. vehicles’ destinations are
given but the route may change during the run. Likewise, environ-
mental circumstances like road conditions or simulated accidents
may be seen as baseline of a test scenario. With this pre-defined
data a test run can be initiated. If a test run is executed without an
attached DUT, the outcome and runtime behavior such as the ex-
changed V2X messages should be equal for each run [1]. However,
if a certain DUT is added to the test set-up, the message exchange
will be different because the simulated vehicles adapt their sending
behavior according to the external information by the DUT.

To conduct closed-loop tests, two base requirements must be ful-
filled: (1) The software model must represent a sufficiently realistic
V2X environment and (2) this model has to be executed in real time.
Either of the DES frameworks for VANETs mentioned in Section
2.2 can be used as a quite accurate simulation system.

C. Obermaier, R. Riebl, A. H. Al-Bayati, C. Facchi, and S. Khan
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Figure 3: Environment objects detected by the radar sensors
(depicted in green) and by V2X communication (all depicted
vehicles)

We have shown in earlier work that Artery can be coupled
with an external DUT after some modifications [28]. A Field Pro-
grammable Gate Array (FPGA) powered SDR was used to intercon-
nect the DUT and the simulation environment on the radio channel
and GNSS positions were streamed via Ethernet to the DUT. While
it has been possible to demonstrate the exchange of messages be-
tween test environment and DUT, this approach is limited by the
number of surrounding vehicles. On standard computers up to five
vehicles can be added, otherwise the (soft) real-time execution fails.

Similarly, it is also possible to couple Veins with a DUT [4]. Buse
et al. created an interface which communicates with a HIL test bed
for this purpose, which is managing the synchronisation between
the different simulator components.

However, in both systems, exact real time execution is one of
the biggest problems. Buse et al. mention periods in which the
vehicle dynamic simulation has to wait up to four milliseconds
until updates can be provided by the synchronisation interface.
This is consistent with our own earlier observations [26], where
we conclude that DESs are not able to simulate bigger scenarios
in real time. Even more, wireless models for DES tend to produce
many events at nearly same time instances because one sending
event causes many receiving events. This complicates to predict
the real-time capabilities of a test run.

Thus, it can be concluded that current closed-loop systems are
not capable to simulate arbitrary complex scenarios. This is related
to the issue that no proper solution to parallel wireless models for
DESs is currently available [25]. Hence, closed-loop systems are
not suitable for complex scenarios at present time.

3.2 Open Loop Systems

An open loop HIL is characterized by its fixed environment be-

havior. Actions and reactions of the DUT during the test run are

not reflected by the simulation. Hence, open loop HIL tests rely
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Figure 4: A V2X HIL has to serve the DUT’s interfaces. These
typically include CAN, GNSS and IEEE 802.11p radio.

802.11p

solely on pre-defined environment behavior. How these pre-defined
scenarios are created depends on the used toolchain. For example,
a test developer could define possible time points or situations in
which specific messages should be generated. However, this method
of generating test scenarios needs a very deep knowledge about
the applications to test, as the test developer has to mimic realistic
behavior of the environment vehicles. Alternatively, environment’s
behavior can be simulated and recorded by one of aforementioned
V2X simulators. To figure out which messages must be forwarded
to the DUT during the test run, one vehicle in the simulation is
chosen to be the simulated representation of the DUT (further on
called physical twin). Each time the physical twin receives a mes-
sage in the simulated scenario, this message is captured. During the
test run, these pre-recorded messages are played back to the DUT.
While playing back the messages, the reactions of the DUT can be
monitored and evaluated, but the playback itself is not affected.

Despite the fixed playback, open loop testing might still be a
suitable approach to test some ADASs. For example, if a radar-based
break assistant is to be evaluated, it is sufficient to pre-record the
driving behavior of a vehicle in front of the ego vehicle. The tested
application is expected to depend only on the distance information
produced by its local radar sensor. The reactions of the DUT by no
means influence the behavior of the vehicle ahead. In this case, no
feedback between both vehicles is required.

However, when speaking of cooperative scenarios powered by
V2X communication, not only the behavior of the DUT can be
altered during a test run. As V2X communication is mostly broad-
cast information exchange, it may initiate behavior changes for
any networked road participant. In other words, not only the DUT
has to adapt its behavior, but also the neighboring vehicles can be
influenced by the DUT. Therefore, pre-calculation of a test scenario
requires to predict the information stream generated by the DUT
als well as the reactions resulting from this information stream.
Prediction issues related to vehicle dynamic and information flow
are discussed in detail in Section 4.

2019-08-31 21:14. Page 5 of 1-9.
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3.3 Semi-Closed Loop Systems

A semi-closed loop simulation approach can be seen as a inter-
mediate stage between closed-loop and open-loop. It relies on a
interactive replay scheme which allows for changing the time point
at which certain messages are triggered and therefore sent to the
DUT. For example, let us assume a message exchange between a
simulated car and the DUT, in which the simulated car replies to
a message generated by the DUT. The interactive replay would
delay the reply until the message from the DUT has been received
beforehand. While the reply is predefined as in open-loop systems,
its transmission is not triggered by time but another message.

However, in V2X communication scenarios, the vehicle dynamics
can be closely linked to the content of generated messages. For
example, each vehicle encodes its own position up to ten times
per second in Cooperative Awareness Messages (CAMs) [17]. This
correlation of vehicle dynamics and the information transmitted to
other vehicles may not be ignored in some test cases.

If event triggered messages such as DENMs are going to be
disseminated, the problem may even get exacerbated [16]. While a
DEN use case such as "vehicle breakdown" can be triggered when a
vehicle reaches a specific road section, interaction between vehicles
may shift the actual time point when this section is reached by a few
seconds and thus cannot be pre-calculated reliably. Even though the
correct order of transmitted messages can be maintained by semi-
closed loop systems, it becomes necessary to update at least some
parts of the pre-recorded messages. Without updating messages
during playback, stale event information may be transmitted albeit
in a correct logical order. Depending on the test requirements, it
may be prohibitive then to adapt vehicle dynamics without updating
messages accordingly. Thus, a semi-closed loop system still shares
some issues with the open-loop approach.

4 DISCUSSION ON ERROR-PRONENESS OF
V2X HIL SYSTEMS

As has been outlined in the previous section, none of the three HIL
architectures is perfect. If a test designer is aware of the respective
system constraints though, he can select the appropriate type for
his test requirements. Two particular sources of error with respect
to the prediction of vehicle dynamics and the message information
flow are discussed in this section.

4.1 Vehicle Dynamics Prediction Error

For clarity, we investigate the driving scenario shown in Figure 5a
and 5b to explain the repercussions of wrongly predicted vehicle
dynamics: The blue vehicles are purely simulated vehicles which
are not existing in the real world. The red vehicle is the simulated
representation of the DUT (physical twin). At the right end of the
figures, the dangerous end of a traffic jam is shown, respectively.
Without V2X communication, this traffic jam can only be detected
quite late because the vehicles are covered in heavy fog. A "dis-
connected" driver would have to perform an emergency break to
prevent a rear-end collision solely based on his vision. Hence, the
emergency break can only be initiated very late in this case, as
indicated by the green vertical bar at t3 in Figure 5a.

To avoid such a dangerous scenario, the presence of the traffic
jam can be disseminated via V2X communications [9]. Traffic jam
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Figure 5: Changing vehicle dynamics due to prediction failures in open-loop V2X test beds.

information is then received by the physical twin and it can start
breaking automatically, shifting the simulated time point of break-
ing from 3 to t; according to an application model. Thus, vehicle
dynamics of all road participants are locked to the expectation that
the test subject decelerates at ¢;. However, DUT’s runtime behavior
likely differs from the model due to processing delays or unmod-
eled details. These difficulties in predicting the runtime behavior of
real-time systems have been observed by Wang Lei et al. and Bate
and Burns [3, 37]. Because DUT’s actual time point of breaking
ty cannot be calculated a-priori, a variance between t; and t; is
unavoidable.

The effect of such time point variances with respect to vehicle
dynamics is clearly visible in Figure 5a: Stopping the ego vehicle
before the traffic jam obviously requires more break force at the
later time point as indicated by the steeper slope of the red line. At
a first glance, it could be assumed that slight differences in breaking
are not affecting the test’s quality. However, the vehicle dynam-
ics are entirely pre-simulated in an open-loop test case, creating a
source for logic errors: A DUT may still be evaluating the situation
when the pre-simulated vehicle dynamics already change. This vio-
lates the action (decide to break) and reaction (vehicle decelerates)
principle.

The idea to solve this problem by adjusting the dynamics of
the ego car according to its shifted breaking time point sounds
simple, but it is ill-fated: Since no simulation is running in parallel
to the open-loop test’s playback, no vehicle trajectories can be re-
calculated spontaneously. Quite the contrary, Figure 5b highlights
the complications of adapting only DUT’s vehicle dynamics during
an open-loop test run. Even if we were able to adjust the trajectory
of the physical twin, its surrounding vehicles still act the way as
has been simulated in advance. In the shown case, a car following
the ego vehicle maintains a constant safety gap to the physical twin.
However, the following car would now decelerate unsolicitedly
at t,. Considering the physical twin’s changed behavior it should
keep up to it until #;,. It turns out that only a full traffic simulation
can handle all the interdependencies of vehicle mobility.

Combining an online traffic simulation with pre-recorded com-
munication scenario is also not without problems: V2X commu-
nication is closely linked to vehicle dynamics, e.g. by triggering
certain messages or at least by affecting data fields of messages.
This justifies the prevailing claim that a bi-directional coupling
between traffic and network simulation is mandatory to achieve
representative V2X scenarios [34]. However, as already explained
in Section 3.1, this is limited to small scenarios at the moment.

4.2 Information Flow Errors

Information flow errors describe system inconsistencies occurring
when information is distributed in the presence of prediction errors
related to pre-simulated scenarios. Figure 6 shows a common V2X
scenario demonstrating this issue: The green vehicle is the original
source of a DENM, which is to be disseminated to all other depicted
vehicles using Contention-Based Forwarding (CBF) [16]. As indicated
by the transmission ranges (dotted circles), the green vehicle cannot
reach all vehicles directly. The red vehicle represents the DUT,
hence its behavior is not known a-priori.

CBF is a distributed routing algorithm where each receiver de-
cides whether it shall re-transmit a packet or not. Each receiver
starts a timer before re-transmission, whose timeout duration is
based on the distance between the initial sender and the respective
receiver: The larger the distance, the shorter the timeout. Hence,
the timer of the vehicle with the greatest distance expires first
and re-transmits the packet before its sibling receivers. When the
same packet is received again while its timer is still active, the
packet is discarded, the timer stopped and the vehicle refrains from
re-transmitting this packet.

Figure 7a shows the CBF compliant sequence of messages when
the scenario of Figure 6 is simulated: The green vehicle initiates
CBF by transmitting the first message. This packet is received by
the red car starting its CBF timer accordingly. After this timer has
expired, the message is forwarded again and by then every car
has received the message at least once in this scenario. Thus, the
information has reached all addressed vehicles.

2019-08-31 21:14. Page 6 of 1-9.

639
640
641
642
643
644
645
646
647
648

649

664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695

696



697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734
735
736
737

Limitations of HIL Architectures for Car2X

Figure 6: Simple communication scenario. Arrows represent
transmissions and correspond to the arrows of same color
in Figure 7. Dotted circles feature the transmission range of
vehicles in the corresponding colors.

(a) Simulated message flow according to CBF algorithm

(b) Actual message flow with a delayed DUT

Figure 7: Message flow generated by the CBF routing algo-
rithm. Solid arrows represent transmitted messages. Dot-
ted arrows represent transmissions assumed by the environ-
ment but are not actually transmitted during test run.
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Figure 7b, however, shows a potential outcome in a test run
involving a DUT: Again, the green vehicle initiates CBF. Due to
internal delays of the DUT as well as delays introduced by the test
framework, the DUT (red) does not start its CBF timer immediately.
As our test bed is an open loop, this is neither handled nor recog-
nized by the playback environment. Thus, simulated vehicles will
still behave in the forwarding process as if the DUT forwarded as
expected (red dotted arrows), though DUT’s re-transmission is still
outstanding. Consequently, the blue vehicle starts its CBF timer,
even though it has not received the message beforehand. However,
DUT’s contending timer is now to expire after the blue vehicle’s
contention, i.e. DUT’s re-transmission is cancelled when the blue
vehicle proceeds with forwarding. The most striking issue is then
with the black vehicle, which is not within blue’s transmission
range: In a real environment, it would never receive the message at
all with described behavior of the DUT. The open-loop test bed ig-
nores this severe logic error and just continues with a black vehicle
being aware of information it has actually never received.

The semi-closed-loop approach mitigates such information flow
errors occurring in open-loop systems: In the scenario of Figure 7,
the semi-closed-loop approach would only proceed with blue ve-
hicle’s forwarding until the prerequisite condition is met, i.e. the
to-be-forwarded messages has been received beforehand. Hence,
DUT’s contention is not canceled by mistake and the information
flow keeps its integrity.

4.3 Probability and Severity Discussion

Besides those two discussed problems V2X HIL test beds are facing,
the crucial point is the necessity to execute any model in real time.
Without this requirement, closed-loop systems would be the perfect
fit for every scenario. However, as current closed-loop models are
not capable of handling arbitrarily complex scenarios in real time,
test designers have to choose the best fitting architecture for their
particular case.

If only a few cars are involved in a test scenario, current closed-
loop systems are suitable to evaluate interactive scenarios requiring
feedback among vehicles. Unfortunately, closed-loop systems do not
scale well as it stands. This leads to the question: How to evaluate
more complex scenarios?

Talks with manufacturers and suppliers yielded to our impres-
sion, that current focus is still on testing non-safety-critical and
less interactive scenarios. Evaluation of these scenarios is possible
with an open-loop approach to a certain extent, e.g. if any driver
reaction on a V2X event can be neglected. However, one has to
keep in mind that some logic constraints, as shown before, will be
violated with an open loop, even for day one applications.

Semi-closed-loop systems are a compromise between real-time
capability and evaluation depth. For tests focusing merely on the
triggering path of V2X messages, this constitutes a suitable ap-
proach. However, certain vehicle dynamics errors are unavoidable
when vehicle behavior is manipulated due to communication with
the DUT. Severity and impact of these errors on the test run is
unforeseeable without careful analysis of the specific V2X use case.
Runtime measurements with a variety of close-to-production V2X
devices and comparing them with the simulated behavior would
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enable us quantify error margins more accurately. Even with im-
proved error estimation, error-prone test scenarios can hardly be
used for evaluation of safety-critical ADASs, though. Hence, fully
reactive closed-loop test beds are crucial for reliable test runs in
the end.

5 CONCLUSION

This paper has given an overview of current and past research work
about HIL simulations. It showed that various test beds share many
similarities even if they are used in different areas of application.
Every test bed, for example, tries to mimic the real environment
as close as possible for the DUT. For similar reasons, an exten-
sive simulation model of the environment is needed in the V2X
domain. Such environment models are currently provided as DESs
like Artery or Veins. However, these simulation models are too com-
putationally expensive to create a closed-loop V2X test bed. Hence,
it was investigated if an open-loop test bed might be sufficient for
some V2X application tests.

Flavors of open-loop test beds range from completely open to
semi-closed loop, sharing a common feature: The complete test
scenario, including the anticipated reactions of the DUT, has to
be pre-calculated. As the reactions or actions of the DUT are not
entirely predictable, some prediction errors are likely to occur dur-
ing test. On the one hand, changed message order can cause logic
errors where cause and effect of messages is interchanged. On the
other hand, erroneously estimated processing times and delays in-
troduced by the test bed may tear apart the timely linkage between
vehicle dynamics and V2X messages.

Message order can be preserved by semi-closed-loop systems be-
cause they allow to define required message flows. Hence, messages
depending on reception of other messages are only triggered if the
respective precondition is fulfilled during test. However, vehicle
dynamics are often closely linked to V2X messages, so postponing
messages can deteriorate the data quality of encoded vehicle pa-
rameters. This is caused by the circumstance that vehicle dynamics
can hardly be adapted during an open-loop test run.

In summary, some promising approaches targeting at V2X HIL
testing exist already. The best solution would be a real-time capable
closed-loop simulation, which can be scaled to large scenarios with-
out sacrifying real-time execution. Since current DES models are
not up to this, working on a new generation of simulation models
should be the main focus in future work.
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